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Abstract. This article summarizes the experience of the Research Institute for Biological
Safety Problems (RIBSP) in ensuring biological safety and biosecurity when handling pathogens of
especially dangerous and exotic animal diseases, including zoonotic diseases. All aspects of the
facility's safe operation are critically analyzed, including engineering, technical, and technological
support, personnel training requirements, protocols for handling highly dangerous pathogens,
specific preventive measures, and the regulatory framework. The article highlights the RIBSP's
compliance with modern BS and biosecurity standards, which ensures the facility's sustainability in
these areas.
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Introduction

The study of pathogenic biological agents (PBA) is inherently associated with the risk of
laboratory accidents, which can lead to infection of personnel and the potential release of pathogens
outside the laboratory [1-5]. Throughout the history of microbiological and virological research,
cases of laboratory-acquired infections have been recorded, highlighting the occupational hazards
and professional risks associated with such work [4, 5]. From 2000 to 2021, there were 16
documented instances of pathogenic microorganism leaks from laboratories, 37.5% involving
bacteria and 62.5% involving viruses. One of the largest incidents occurred in 2019 when an
outbreak of brucellosis affected 10 528 individuals due to a leak at a pharmaceutical plant in
Lanzhou, China [6]. Such incidents are generally attributed to breaches in biosafety protocols or
insufficient oversight by biosafety services in laboratories and related institutions [6].

According to the World Health Organization (WHQO), more than 200 zoonotic diseases are
known, and it is estimated that 60% of all human infectious diseases are zoonotic in origin.
Moreover, 75% of emerging infectious diseases in humans are of animal origin, and 80% of
pathogens with potential bioterrorism applications are zoonotic [7]. The cultivation of
microorganisms for research, vaccine development, and diagnostic purposes carries inherent risks
of environmental contamination. Activities such as handling pathological materials, preparing
virus-containing suspensions, and analyzing biological samples also present significant biosafety
challenges [1, 4, 6].

The issues of biosafety and biosecurity for laboratory personnel and the environment have
become increasingly urgent with advancements in microbiology, genetic engineering, and the
expansion of the microbiological industry. This urgency is further heightened by the potential for
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the use of biological agents in acts of terrorism [1, 4, 8]. In this context, the potential consequences
of both accidental and intentional releases of microorganisms into the environment must be
carefully considered, along with preparedness for managing such events [5, 9]. Therefore, the
primary principle for ensuring the safe operation of laboratories handling pathogenic
microorganisms is the establishment of biosafety and biosecurity measures that are proportional to
the biological risks. It is essential to fully understand the risks involved in working with
microorganisms, recognize the mechanisms that can lead to hazardous situations, employ safe work
practices, and remain vigilant against potential errors [3, 4, 5, 9, 10].

The purpose of this study is to assess the biological risks associated with working with
pathogenic microorganisms, evaluate the compliance of existing engineering and technical systems
with biosafety and biosecurity requirements, and analyze the current training programs for
personnel handling especially dangerous pathogens. The study also aims to review the regulatory
framework that governs the safe operation of research institutes.

Materials and Methods

This study utilized comparative analysis to evaluate existing engineering and technical
systems for compliance with biosafety and biosecurity requirements. We also assessed the protocols
followed by personnel working with especially dangerous pathogens. The organizational measures
examined included the coordination of safety systems, the regulation of procedures, and the rules
for handling pathogenic microorganisms.

We monitored the functionality and effectiveness of biosecurity systems and observed
personnel adherence to safety protocols. In evaluating the functioning of the facility, we placed
particular emphasis on the timely implementation of measures to maintain sanitary conditions (e.g.,
disposal of biological waste, disinfection, deratization, and sanitation of premises) in accordance
with the applicable norms and regulations of the Republic of Kazakhstan. The handling, accounting,
storage, and transportation of pathogenic microorganisms in the laboratories of the Research
Institute for Biological safety problems (RIBSP) were compared with the requirements of the
relevant sanitary and veterinary guidelines approved in Kazakhstan. We also assessed the medical
care and periodic health examinations provided to employees involved in these experiments.

Research Results and Discussion

The handling, registration, storage, and transportation of microorganisms at the RIBSP are
regulated by the following legal documents:

- Order of the Minister of Healthcare of the Republic of Kazakhstan No. KP JICM-125
dated November 2, 2022, “On the Approval of Rules for Ensuring Biological Protection”;

- Law of the Republic of Kazakhstan No. 122-VII 3PK dated May 21, 2022, “On
Biological Safety of the Republic of Kazakhstan”.

The establishment of the institute was driven by the necessity to develop methods for
protecting the southern borders of the USSR, the republics of Central Asia, and Kazakhstan from
highly dangerous, especially exotic, infectious diseases affecting agricultural animals and plants
that could be brought from neighboring countries.

Following Kazakhstan's independence, the RIBSP was one of the first in the country to tackle
the challenges of biological safety [11]. In line with its research agenda and international programs,
the institute conducts virological, microbiological, molecular genetic, biochemical, and
immunological studies on microorganisms from pathogenicity groups I1-1V, including pathogens of
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particularly dangerous infectious diseases affecting animals and birds. The institute also investigates
museum, natural, and vaccine strains, determining their virulence and immunogenicity through
experiments on model laboratory animals and naturally susceptible species [12].

In compliance with sanitary regulations, the institute’s laboratories are divided into three
zones according to the level of danger to personnel: “infectious”, “conditionally infectious” and
“clean”. For handling pathogenic biological agents, the institute is equipped with BSL-2 and BSL-3
laboratories. To ensure personnel safety and prevent the release of dangerous pathogens into the
environment, engineering provisions for biological safety were implemented from the initial design
phase of the laboratory buildings. This includes a robust filtration and ventilation system, zoning of
containment areas, a wastewater disinfection system, and local sanitary checkpoints for employees.

Modern methods for studying dangerous and highly dangerous pathogens are supported by a
comprehensive biosafety and biosecurity system. These systems aim to mitigate the risk of infection
and prevent the release of microorganisms beyond laboratory or institute boundaries. Biosecurity is
enhanced by an integrated access control system, and laboratories are equipped with containment
boxes, antechambers, workrooms, and auxiliary rooms for preparing glassware and solutions. The
institute also has an exhaust and supply ventilation system with HEPA filters, as well as a sewage
system with local reservoirs that prevent uncontrolled releases of pathogens. Wastewater and liquid
waste undergo a three-stage chemical disinfection process. All work with experimental animals is
conducted in specialized vivariums (isolators).

The safety of operations involving microorganisms at the RIBSP is ensured through a variety
of measures, including:

- Territorial restrictions;

- Categorization of laboratory work areas;

- Sealing of laboratory enclosures;

- Maintenance of appropriate air exchange rates and airflow direction in laboratories;

- Use of biological safety cabinets, laminar flow hoods, and containment rooms;

- Disinfection of liquid and solid biowaste;

- Ensuring the proper functioning of life-support systems [1, 5, 9, 12].

According to the “Law on Biological Safety of the Republic of Kazakhstan”, working safely
with pathogenic microorganisms requires specialized training and extensive experience for
personnel. This is a critical condition for ensuring both biosafety and biosecurity when handling
especially dangerous infections. One of the primary goals is to develop practical skills for safe
handling of pathogens and ensure compliance with biosecurity protocols at facilities where highly
dangerous biological agents are managed. Furthermore, preventing the unauthorized movement and
removal of pathogens from these facilities is a key objective [5, 9].

In the RIBSP, training programs, seminars, professional education, re-training, and advanced
training in biological safety are conducted by certified specialists and organizations accredited
according to the legislation of the Republic of Kazakhstan. Within the framework of international
projects, the Defense Threat Reduction Agency (DTRA) organizes training sessions on biosafety
and biosecurity, emergency response during research in BSL-3 conditions, and laboratory skills
required for working in BSL-3 laboratories. Additionally, mentoring is highly valued at the RIBSP,
where senior scientists—who have safely worked with pathogenic materials—enthusiastically share
their invaluable experience and knowledge with the younger generation of specialists. This
mentoring significantly contributes to compliance with biosafety and biosecurity requirements when
working with pathogens.
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An analysis of the scientific work conducted at the RIBSP shows that adhering to biosafety
protocols and conducting biological risk assessments simplifies the identification of root causes of
incidents, thus preventing their recurrence. Training programs provided to staff have helped assess
their competence in handling dangerous pathogens. The institute’s medical and sanitary control
system also plays a key role in assessing risks for personnel engaged in different types of scientific
and industrial activities, identifying suitable personal protective equipment (PPE), and planning the
procurement of immunoprophylactic drugs [13].

Three key aspects contribute to ensuring work safety: organizational and control measures,
engineering and technical solutions, and medical-biological measures. These aspects are interrelated
and interdependent. A comprehensive approach to the development and implementation of clearly
regulated procedures is crucial for addressing these safety challenges effectively [14].

To enhance the importance of biosafety and biosecurity in research on pathogenic biological
agents, new regulatory documents and standard operating procedures (SOPs) are continuously
updated and developed across laboratories and departments. Regular audits of laboratories are
conducted to ensure compliance with biosafety and biosecurity standards.

The RIBSP is equipped with a modern laboratory and technical infrastructure, including
BSL-2 and BSL-3 facilities that fully comply with WHO requirements for working with dangerous
human and animal pathogens. Engineering, technical, and medical-biological measures, when
adequately funded, ensure the safety of both personnel and the environment by maintaining
engineering systems in optimal working condition, as well as carrying out timely routine and
preventive repairs. These measures also include biosafety protocols for working with laboratory and
farm animals, conducting bioassays, and studying particularly dangerous infections circulating in
Kazakhstan. Moreover, they are critical in responding to the emergence of new exotic viral
diseases, which is especially relevant today. The standard protocol for assessing biological risks in
laboratories and isolation wards for experimental animals is currently being refined. This protocol
helps assess the risk of personnel infection, taking into account the laboratory’s equipment,
engineering, and technical characteristics, as well as the qualifications of staff. It also factors in the
characteristics of the pathogen and the risks of uncontrolled spread. The protocol is designed to
identify biological risks and outline measures to reduce or eliminate them effectively.

Conclusion

The measures implemented at the institute ensure a high level of biosafety and biosecurity,
protecting laboratory personnel and preventing the release of pathogenic biological agents from the
RIBSP. Today, the institute stands as a leading scientific institution in Kazakhstan in the fields of
veterinary and medical virology, genetic engineering, and biotechnology. The team of scientists at
the institute generates innovative scientific ideas, develops new biotechnologies, and manages the
production of vaccines and other biopreparations. As a small biotechnological cluster, the institute
is capable of independently addressing biosafety challenges posed by dangerous pathogens [15].
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AHHoTanus. B crathe mpescraBieHbl MaTepualibl, 00o0maonme onslT padotsl Hayuno —
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obecnieuenuto Oumonoruveckorr Oe3omacHoct (bb) w Oumosammrer (b3) mpu pabore ¢
BO30YIUTENIAMUA 0CO0O0 OMACHBIX U AK30THUYECKUX 00JIe3HEN KUBOTHBIX, BKIIFOUAsi aHTPOIO300HO3BI.
Kputnueckn mnpoaHamu3upoOBaHbl BCE AacCMEKThl 0€30macHOr0 (YHKIIMOHMPOBAHUS OOBEKTa -
HMHXCHEPHO-TEXHUUECKOE U TEXHOJOTrH4ecKoe obecreyeHue, TpeOoBaHus K MOArOTOBKE MepcoHaia
Y MPOBEJIEHUS pabOT ¢ BO3OYAUTEIIIMH 0CO00 OMacHBIX Oose3HeH, crienupuIecKoil MpopuIaKTHKE
1 HOpMaTHBHO-TIpaBoBoi Oaze. Otmeueno coorBercTBue HUUIIBD coBpemeHHBIM TpeOoBaHUSM
bb u b3, uro no3BoiseT o0ecneynBaTh YCTOMUYMBOCTh 0OBEKTA B JJAHHBIX 00JIACTSX.
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AHHOTanusl. Makanaga >xaHyapiapAblH aca KayillTi oHE SK30THKANIbIK aypyJlapblHbIH
KO3/IBIPFBIIITAPBIMEH, COHBIMEH KaTap aHTPOMO300HO3JapMEH KYMBIC iCTEY Ke3iHAe OMOIOTHSIIBIK
kayinciznikri (BK) xone OmoxopranbpicThl (BK) kamTamacei3 eryneri BHOJIOTHSUIBIK Kayirci3mik
npobseManapbiHblH  FRUIBIMU-3epTTey HMHCTUTYTHIHBIH (BKIIF3U) Tokipubecin alKbIHIaHTBHIH
MaTepuanaap ycelHbUIFaH. OOBEKTIHI Kayinci3 naiffanaHyablH — OapiblK — acHekTinepli  —
MH)KEHEPIIK-TEXHUKAJIBIK KOHE TEXHOJOTHSJIBIK KaMTaMachl3 €Ty, MePCOHANIIbl OKBITYFa JKOHE aca
KayilTi aypyJaapJblH KO3IBIPFRIIITAPBIMEH JKYMBIC icTeyre KOMbUIAThIH TaJlanTap, Crelu(pUKaIbIK
aJJIbIH ATy *OHE HOPMAaTHBTIK-KYKBIKTBIK 0a3a caiblcThIpMalibl TypFblaaH Tanaanisl. BKIIF3U
OMOJIOTHSUIBIK KayINCI3AIK JKOHE OMOKOpFaHbICTAa 3aMaHayM TajlalTapFa COoWKec KeNeTiHl aTam
©T11/11, OYJI OCBHI TYpFbI/1a OOBEKTIHIH TYPAKTHUIBIFBIH KAMTaMachl3 €Tyre MyYMKIHIIK Oepei.

Tyiiin ce3nep: OMOJNIOTHSUIBIK KayilCi3[iK; OMOKOPFaHbBIC, MAaTOTeHJlI MHUKPOOPraHU3MIIED;
MepCOHaI; OMOJIOTUSIIBIK KayiIl.
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